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Governance of Data Assets

For most companies, financial and physical

assets are the best governed

Information assets are often the worst

governed, least understood, and most poorly
utilized key asset in most firms because data

Is increasingly easy to collect and digitize

Has increasing importance in products and services
Is very hard to value or price

Has a decreasing half-life

Has increasing security and privacy risk exposure
Is a significant expense in most enterprises




What i1s Data Governance?
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Data Governance is about specifying the decision
rights and accountability framework to encourage
desirable behaviors in the use of Data

Data Governance design lays out the decision-
making structures, alignment processes, and
communication approaches that enables the
strategic objectives for data and its quality to be
Implemented and to monitor how well these
strategic objectives are being achieved

Note: Governance is about determining who
Inputs and makes the decisions and how.
Management is the process of making and
Implementing the decisions




Governance vs. Management
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Linking 1Q Strategy with the Data
Governance Framework
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Steps In Establishing Data
Governance to Enable 1Q Strategy

1. ldentify Key Enterprise Data Processes
2. Articulate a Governance Structure for these
Processes

A. Who will be responsible, accountable, consulted
and/or informed for decisions regarding these
key enterprise data processes?

B. How will these decisions be made and
monitored?

3. Track achievement of data objectives, data
process performance, and data process capability




Step 1- ldentify Your Key
Enterprise Data Processes
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Where In Your Organization are Your

Key Data Processes and Players?
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Step 2 — ldentify your Governance
Arrangements and Mechanisms

A. Who has Decision and/or Input Rights
for the Decisions that must be made
concerning your Key Data Processes?

B. What will be the Data Governance

Mechanisms (i.e. How will Decisions be
Made and Monitored)?

B Decision-Making Structures
B Alignment Processes
B Communication Approaches




Step 2 Cont.: Forming a Data
Governance Councill

Its members come from multiple
organizations from both IT and business
areas

It meets on a regular basis
Key lines of business are represented

There iIs a list of sanctioned standards that
serve as operating principles for handling
exceptions, conflicts, investments, metrics
and reporting regarding data and its quality

The council communicates to executive
management, data stewards, project
managers, and other stakeholders




Step 2 Cont.: Data Governance
Council Objectives

To provide common processes and policies
for information on behalf of the company

To enforce the adoption of data standards
on every IT project

To guide the management of enterprise
data across subject areas

To reduce scrap and rework associated with
poor, missing, inaccurate, unavailable, or
hard to find data, and to measure that
reduction




Step 2 Cont.: Additional Data
Governance Council Objectives

To be accountable for the ongoing
Improvement of the quality and value
of the corporate data asset

To support individual project teams in
the access and use of common
corporate data

To establish a common vocabulary
and culture around the deployment of
company data




Step 3: Track Data Metrics and
the Value of Data to the Business

[l Business Data Measures: These measures define
what the business expects from its data
processes (i.e. outcomes) and what the business

would use to determine if its data needs are
being met

[l Data Process Measures: These measures gauge
the efficiency and effectiveness of the
performance (i.e. execution) of the data process

[0 Benchmark Measures: These measures assess
the data process capability expressed as
maturity models, derived from the Software
Engineering Institute’s Capability Maturity Model




Step 3 Cont.: Devising a
Balanced Data Quality Scorecard
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Step 3 Cont.: Benchmarking Process
Capability against a Maturity Model

O Non-existent: Complete lack of any recognizable processes. The enterprise has not
even recognized that there is an issue to be addressed

1 Initial: There is evidence that the enterprise has recognized that the issues exist
and need to be addressed. There are; however, no standardized processes; instead
there are ad hoc approaches that tend to be applied on an individual or case-by-case
basis. The overall approach to management is disorganized

2 Repeatable: Procedures have developed to the stage where similar procedures are
followed by different people undertaking the same task. There is no formal training or
communication of standard procedures, and responsibility is left to the individual.
There is a high degree of reliance on the knowledge of individuals and, therefore,
errors are likely

3 Defined: Procedures have been standardized and documented, and communicated
through training. It is; however, left to the individual to follow these processes, and it
is unlikely that deviations will be detected. The procedures themselves are not
sophisticated but are the formalization of existing practices

4 Managed: It is possible to monitor and measure compliance with procedures and to
take action where processes appear not to be working effectively. Processes are under
constant improvement and provide good practice. Automation and tools are used in a
limited or fragmented way

5 Optimized: Processes have been refined to a level of best practice, based on the
results of continuous improvement and maturity modeling with other enterprises. It is
used in an integrated way to automate the workflow, providing tools to improve
quality and effectiveness, making the enterprise quick to adapt
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Appendix: COBIT-IT Processes are
Organized into 4 Categories

[0 Plan and Organize: This domain covers strategy and
tactics, and concerns the identification of the way IT can
best contribute to the achievement of the business
objectives

[0 Acquire and Implement: To realize the IT strategy, IT
solutions need to be identified, developed, or acquired, as
well as implemented and mtegrated iInto the business
process

[0 Deliver and Support: This domain is concerned with the
actual delivery of required services, which includes service
delivery, management of security and continuity, service
support for users, and management of data and the
operational facilities

0 Monitor and Evaluate: All IT processes need to be
regularly assessed over time for their quality and
compliance with control requirements




Plan and Organize Processes
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PO1: Define a strategic IT plan
PO2: Define the information architecture
PO3: Determine technological direction

PO4: Define the IT processes, organization and
relationships

PO5: Manage the IT investment

PO6: Communicate management aims and directions
PO7: Manage IT human resources

PO8: Manage quality

PO9: Assess and manage IT risks

PO10: Manage projects




Acquire and Implement Processes

All: ldentify automated solutions

Al2: Acquire and maintain application
software

Al3: Acquire and maintain technology
iInfrastructure

Al4: Enable operation and use
Al5: Procure IT resources
Al6: Manage changes

Al7: Install and accredit solutions and
changes




Deliver and Support Processes
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DS1:
DS2:
DS3:
DS4:
DS5:
DS6:
DS7:
DS8:
DS9:

DS10:
DS11:
DS12:
DS13:

Define and manage service levels
Manage third-party services
Manage performance and capacity
Ensure continuous service

Ensure systems security

Identify and allocate costs
Educate and train users

Manage service desk and incidents
Manage the configuration

Manage problems

Manage data

Manage the physical environment
Manage operations




Monitor and Evaluate Processes

ME1: Monitor and evaluate IT
performance

MEZ2: Monitor and evaluate internal
control

ME3: Ensure regulatory compliance
ME4: Provide IT governance
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